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CORDLESS COMMUNICATION SYSTEM COMPATIBLE WITH A PUBLIC 
MOBILE COMMUNICATION SYSTEM 

5 The invention refers to a cordless communication system that is compatible with 

a public mobile communication system and a method of operating the cordless 
r-v . ni iV communication system according to the preambles of the independent claims 

^ In today's mobile communication systems, a clear distinction exists between 

public mobile wireless systems, such as the GSM System and private cordless 
10 communication systems that operate according to, e.g., the in DECT standard [Digital 

European Cordless Telecommunication]. This has led to different system devices that 
can be used either for mobile wireless operation or for cordless operation. 
q Attempts have been made before to design terminals, in particular, mobile 

rj terminals, that can be used in two different mobile communication systems. However, 

03 15 due to the incompatibility of the different standards, relatively user-unfriendly and 
£ expensive solutions have resulted. 

jjTj Another point of departure lies in arranging the base station of a cordless 

:L communication system in such a way as to make it compatible with a public mobile 

S I 

H* communication system, i.e., so that it can communicate with conventional mobile 

[jg 20 terminals. However, there is a lack of suitable suggestions for solving the problem of 
y compliance with the required security functions. Here, the problem is that the base 

station of the cordless communication system is connected to a wire-bound fixed 
network, which makes it impossible to influence the base station via the mobile 
O- communicationsystem. 5 ^ m{l ^ ^ ^ eX(Ve ,vUr% 

25 WO-A-95/24106 relates to a secured personal communication system based on a 

base station connected to the public network. The base station allows operation of 
mobile terminals of a mobile communication system. A conventional authentication 
method of the mobile communication system provides for the security of the 
communication, wherein the base station is connected to the security installations of the 
30 mobile communication system through the public fixed network, and exchanges 

security information with the security features to allow registration of the mobile 
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terminal at the base station. Hence, this method is based upon an exchange of the 
authentication sequences between the mobile terminal and the base station on one side, 
and between the base station and installations of the mobile communication system on 
the other side. 

WO-A-95/02927 discloses a method of controlling transmit/receive devices of 
radio communication systems. The transmit/receive device is equipped with a device to 
read from a so-called Smart Card which stores information regarding frequencies that 
can be used by the transmit/receive device and that are permitted by the network carrier. 

It is the task of the invention to suggest a cordless communication system with 
security functions that is compatible with a public mobile communication system and 
permits the use of suitable mobile terminals. 

Another task is that the cordless communication system, despite the fact that it is 
a private system, should offer the possibility of being installed and operated under the 
control of the respective mobile communication network carrier. 

In order to solve the posed task the invention is characterized by the features of 
the independent claims. 

The invention consists basically in that the base station of the cordless 
communication system is equipped with a suitable read/write device by means of which 
information can be read from or written to conventional identification modules, e.g., 
chip cards, SIMs [Subscriber Identity Modules], generally all active data carriers for 
information storage and processing. In combination with suitable software an the data 
stored in the identification module, the base station of the cordless communication 
system is now in a position to take over the functions of a base station of a mobile 
communication network with authentication functions, more precisely, the functions of 
an HLR (Home Location Register) and of an AUC (Authentication Center), 
respectively. This permits every authorized mobile terminal to log in with the base 
station of the cordless communication system and to communicate via the fixed 
network. 

When used below, the term 'base station' if not otherwise indicated refers to the 
base station of the cordless communication system. 



One of the many possibilities of the concept of the invention is described below 
using the example of a GSM mobile communication system, however, the invention is 
not limited to the GSM mobile communication system. 

By installing in the base station of the cordless communication system one or 
more chip cards readers/writers and a common SIM chip card, the operation of the base 
station can function under the control of the GSM network carrier and security features 
for "GSM cordless operation" can be offered to the subscriber like those offered in 
GSM mobile broadcasting networks, such as the authentication and encryption of the 
call data. It is important that the chip card associated with the operation of the base 
station is issued solely by the network carrier, as is usually the case with GSM mobile 
terminals. 

The chip card used in the base station together with suitable software installed in 
the base station takes over the functions of the Home Location Register (HLR), and of 
the Authentication Center (AUC), respectively, which means that the mobile terminal is 
authenticated only by the base station of the cordless system and not, as is usually the 
case, by the cellular network. A random number is generated by the software of the 
base station and, by means of K t keys that are identically stored in the chip card of the 
base station and in the chip card of the mobile terminal and that by means of the GSM 
system-specific A3 algorithm, it is transformed into an SRES response (authentication 
result). If the two authentication results - that of the base station and that of the mobile 
terminal - are identical, the authentication is successful. This authentication procedure 
is similar to that of the GSM system. 

In known fashion, the Kj key and the A 8 algorithm derive the key K<. from the 
same random number; it serves for the encrypting of the communication at the wireless 
interface in cordless operation (as in the GSM system). 

Aside from the usual user-specific data, additional data, e.g., allowed 
frequencies, the maximum allowable output power for the base station and for the 
mobile terminal, the permitted services (telephony, data transfer, fax etc.), and all other 
initialization parameters that the network carrier would like to influence and that the 
base station is allowed to use, can be stored in such a way that it is protected against 
manipulation on the SIM of the base station. This corresponds, at least for the services, 





to the known authentication administration in the Home Location Register (HLR) of a 
GSM cellular network. 

By appropriate key management, it becomes feasible for several users, e.g., 
family members, to communicate through one and the same base station. For this 
purpose, as a first option, each subscriber who wishes to use the base station owns his 
own SIM card that can be inserted at the base station. Accordingly, the base station 
would require several card readers. As another option, data and keys for several 
subscribers can be stored on the SIM card of the base station. 

Also, it is possible to use a group key in the base station that permits the 
authentication of several individual group members. 

It is important that the chip card used in the base station contain the same core 
information as the chip card of the GSM mobile terminal that is to be operated with the 
base station. Only if the personal user information, in particular, the security functions, 
on both cards is identical, will the mobile terminal be in a position to be authenticated 
and to log into the base station. 

Once the regular GSM-subscriber relationship is terminated, the authorization to 
communicate with the base station is canceled in the SIM card of the mobile terminal, 
preferably via the GSM wireless interface. This makes further useful operation of the 
base station on the frequencies that have been made available by the network carrier 
impossible since the mobile ternjinal cap no longer be authenticated by the base station. 

A possible embodiment provides that the base station include a timer that is 
programmed to a certain time by the network carrier and that is reset automatically each 
time the base station is used by the subscriber. When the base station is not in use, e.g., 
after termination of the .user .relationship, the base sjtation, after the programmed time 
period has passed, loses its authorization to operate the transmitter on the frequencies of 
the mobile communication system. If the base station is not used for an extended period 
of time, the function of the timer, through disconnection from the base station, can be 
frozen. 

In the event that the subscriber, e.g., before leaving for an extended vacation, 
forgets to switch off the base station, and the base station automatically deactivates 
itself, an emergency restart possibility is provided within a defined time window. 



In order to realize a GSM-compatible base station, it must first be equipped with 
a card reader for GSM-SIM cards. In addition, the base station must be capable of 
transmitting and receiving over standard GSM frequencies. The functions of the base 
station are controlled through suitable software, as is used, e.g., in GSM terminals, and 
carry out and control the usual GSM authentication and other functions. 

Only in minor software modifications are necessary in the mobile terminal. 

Figure 1 schematically shows an example of physical configuration of the 
system according to the invention; 

Figure 2 schematically shows an example of the logical configuration of the 
system according to invention. 

In Figure 1 several components of a public mobile communication system are 
shown . There is a mobile terminal 3 that is located in the service area of a base station 
4 of the mobile communication system, with which it can communicate in an encrypted 
mode via the wireless interface. The base station 4 of the mobile communication 
system is connected to an exchange 5 that has access to a public fixed network 9. The 
exchange 5 is also connected to the home location register (HLR) and the authentication 
center (AUC) of the cellular network. If the mobile terminal 3 wishes to log into the 
mobile communication network, authentication of the mobile terminal 3 is conducted in 
a known manner within the home location register, and respectively, the authentication 
center 6. 

A base station 1 (HBS) of a cordless communication system is also shown that is 
connected to a public switched telephone network 2 (PSTN, ISDN). Due to the low- 
power output, the area covered by the base station is relatively small. Usually the base 
station 1 is located within one or more base stations 4 of a public mobile 
communication network. 

As shown in Figure 2, the mobile terminal 3 is authenticated for cellular 
operation via the cellular network with the aid of a specific identification key (Ki key) 
that is stored, on the one hand, in the SIM card 8 of the mobile terminal 3 and, on the 
other hand, in the home location register 6 (HLR) and, respectively, in the 
authentication center (AUC) of the mobile communication system. 




f^/j^cA zee &ctc/+C 

• ♦ 

According to the invention, base station 1 of the cordless communication system 
is equipped with an identification module 7 (e.g., also with an SIM card) and with 
suitable software in order to fulfill, in connection with the data stored on the 
identification module 7, the same functions and tasks that are fulfilled by the home 
location register and, respectively, the authentication center of the mobile 
communication system, so that the mobile terminal 3, as long as it is located within the 
service are of the cordless communication system and has access authorization, can 
authenticate, log in, and communicate in an encrypted manner at the pertinent base 
station 1. 

This is only possible if essential parts of the data of the identification module 7 
that is used in the base station 1 are identical to the data stored on the chip card (SIM) of 
the access-authorized mobile terminal 3. 

According to the invention, the base station 1 of the cordless system is now 
compatible with the mobile communication system, i.e., the base station 1 of the 
cordless system transmits periodically in standby mode a specific ID in order to indicate 
its presence and readiness for operation. The mobile terminal 3 scans the frequency 
band for the specific ID of the base station 1 . When the mobile terminal 3 enters the 
service area of the base station 1 and receives its ID without interference, the mobile 
terminal 3 attempts to log into the base station 1, as described above. For this purpose, 
as in the GSM system, authentication and initialization messages are exchanged 
between base station 1 and mobile terminal 3. If the authentication was successful, the 
mobile terminal 3 can communicate via the fixed network 2 without detour through the 
mobile communication network. 

It is , of course, also possible for several authorized mobile terminals 3 to 
communicate with each other in an encrypted manner, without the participation of a 
public fixed network 2, 9 or of the mobile communication network, via the base station 
1 of the cordless communication network. 



